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Ethical premises

ÁRight of privacy (data processing)

ÁThe citizen is considered:

ÅMature

ÅAutonomous 

ÅFree will 

ÅSelf-determined

ÁApplies to all areas

Á... except medicine??



EU

Á The right to data privacy is heavily regulated and rigidly enforced in 

Europe. Article 8 of the European Convention on Human Rights 

(ECHR) provides a right to respect for one's "private and family life, 

his home and his correspondence", subject to certain restrictions.[7][8]

Á The European Court of Human Rights has given this article a very 

broad interpretation in its jurisprudence. According to the Court's case 

law the collection of information by officials of the state about an 

individual without his consent always falls within the scope of Article 8. 

Á Thus, gathering information for the official census, recording 

fingerprints and photographs in a police register, collecting medical 

data or details of personal expenditures and implementing a system of 

personal identification have been judged to raise data privacy issues.



Hypothesis

Ethical EHR privacy requirements

ÁPatient/Citizen decides who sees what in 

detail (down to the smallest unit):

ÅPer document 

ÅPer information type

ÅPer institution

ÅPer user



Doctorôs side

ÁThe patient cannot understand things in detail

ÁI donôt have time to explain everything in detail

ÁIt is asking to much that he should decide

ÁSevere faults can happen when we donôt know 
everything

ÁI donôt know in advance what I need to know

ÁFirst when I saw all I can decide what is required

ÁThe doctor decides what is best for the patient and 
what he needs to know (and sometimes even 
doesnôt tell him)



Citizenósside

ÁFacts

ÅCitizens do not necessarily trust doctors

ÅThere are ñInformed Patientsò (young, chronic 
diseases)

ÅThey seek ñSecond opinionsò

ÅPatientôs already today hide information

ÅThey change doctors

ÅInformation therapy!!

ÅThere is many patients that do not want there 
whole personality stripped



Opinion
The doctor is there for the patient!

He has to respect his wishes!

Even today the patient can act against 

explicit medical advice (refuse therapy).

Not in EHR?



Opinion
The fact that a patient/citizen is not a 

doctor does not imply that he is immature 

and disabled, it just implies 

that he has to be enabled!



Enabling/Empowerment is maturity!

ÁEmpowerment

ÅAccess

ÅUnderstanding

ÅReasoning

ÅActing



Empowerment and EHR

ÁAccess: to all documentation

ÁUnderstanding + reasoning

ÅProvide advice: neutral, personal, onlineé

ÁActing

ÅDeciding on medical procedures

ÅDeciding on access rights to EHR



Technical aspects



Access - Technical elements/tools 

ÁTreatment context

ÁUser/Person (LDAP, ADS)

ÁRoles (role-based access)

ÁOrganizational affiliation (ORG-
Management)

ÁDocument types

ÁTime (e.g. only the last 6 monthé)

ÁLogging

ÁĂEmergency accessñ (logging, reasoné)



Goya

Does it work?



Access concepts



The patient in EHR projects



Slowenia

ÁCitizen Health Card

ÁHealth Professional Card

ÅSome medical data

ÁPatient involvement: minimal

ÁPrivacy: ?



Denmark

ÁNo cards (SW based)

ÁPerson number (central register)

ÁPortal (sundhed.dk)

ÁPatient: access to sundhed.dk + upload 

features

ÁPrivacy: global access for HC professionals 

but SW signature + login of all processes



UK

ÁNo citizen card but HPC

ÁNHS Care Record system = CRS

ÁSpine

ÁPrivacy: ñneed-to-knowò concept

ÅHOW?

ÁPatient involvement: minimal (access)



France

ÁPHR project (DMP = dossier médical

personalisé)

ÅAccess with 2 cards

ÁPatient involvement

ÅCitizen administers his record

ÅIn cooperation with professional but in full self-

responsibilty

ÅAnything can be suppressed

ÅIntense legal and organizational discussion



Germany

ÁeGK = elektronische Gesundheitskarte

Å2 cards: citizen + professional

ÅCentral + decentral storage

ÁSecurity: access only with both cards

ÁPatient involvement: minimal

ÁPrivacy: ?



Germany

ÁeFA = elektronische Fallakte

ÅDriven by private hospitals

ÅñMedial caseò

ÅSecurity: All or nothing

ÅStore and forward

ÅPatient involvement: minimal

ÅPrivacy: not at all



Global

ÁPHR 

ÅGoogle

ÅMicrosoft



The Patient + eHealth in Europe

Pieter Brueghel

Currently eHealth is a 

disaster 

for the mature citizen!



Personal Health Records?

(PHR)
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