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Ethics and Privacy
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Ethical premises

Right of privacy (data processing)

The citizen Is considered:
Mature
Autonomous
Free will
Self-determined

Applies to all areas

... except medicine??
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The right to data privacy is heavily regulated and rigidly enforced in
Europe. Article 8 of the European Convention on Human Rights
(ECHR) provides a right to respect for one's "private and family life,
his home and his correspondence", subject to certain restrictions. &l

The European Court of Human Rights has given this article a very
broad interpretation in its jurisprudence. According to the Court's case
law the collection of information by officials of the state about an
iIndividual without his consent always falls within the scope of Article 8.

Thus, gathering information for the official census, recording
fingerprints and photographs in a police register, collecting medical
data or details of personal expenditures and implementing a system of
personal identification have been judged to raise data privacy issues.
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Hypothesis
Ethical EHR privacy requirements

Patient/Citizen decides who sees what In
detail (down to the smallest unit):

Per document

Per iInformation type
Per Iinstitution

Per user
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Doctoros si de

The patient cannot understand things in detail
| donodot have time to exp
It is asking to much that he should decide

Severe faults can happen
everything

| dondot know I n advance
First when | saw all | can decide what is required

The doctor decides what is best for the patient and
what he needs to know (and sometimes even
doesnot tell hi m)
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Ci ti si@&enos

Facts
Citizens do not necessatrily trust doctors

There are nlnfor med Pa-
diseases)

They seek nSecond opi n
Pati ent os already toda
They change doctors
Information therapy!!

There Is many patients that do not want there
whole personality stripped
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Opinion

The doctor is there for the patient!

He has to respect his wishes!

Even today the patient can act against
explicit medical advice (refuse therapy).

Not in EHR?
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Opinion

The fact that a patient/citizen is not a
doctor does not imply that he Is immature
and disabled, it just implies

that he has to be enabled!
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Enabling/Empowerment is maturity!

Empowerment
Access
Understanding
Reasoning
Acting



_QO UniversitatsKlinikum Heidelberg
Empowerment and EHR

Access: to all documentation

Understanding + reasoning

Provide advice: neutral, perso
Acting

Deciding on medical procedures

Deciding on access rights to EHR
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Technical aspects
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Access - Technical elements/tools

Treatment context
User/Person (LDAP, ADS)
Roles (role-based access)

Organizational affiliation (ORG-
Management)

Document types

Ti me (e.g. only the |
Logging

AEmergency accessi (I




Does it work?

Goya



Access concept

Einrichtung 1 Einrichtung
Fachabteilung : Fachabteilung
Zeit r Zeit
Behandlungsfall x Behandlungsfall x
Behandlungsfall y y | Behandlungsfall y

Behandlungsfall z 6 Behandlungsfall 2
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Einrichtung 1 Einrichtung
Fachabteilung : Fachabteilung
Zeit 1 Zeit
Behandlungsfall x Behandlungsfall x

Behandlungsfall y | Behandlungsfall y
Behandlungsfall z .' / Behandlungsfall z
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The patient In EHR projects
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Slowenia

Citizen Health Card

Health Professional Card
Some medical data

Patient involvement: minimal
Privacy: ?
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Denmark

No cards (SW based)
Person number (central register)
Portal (sundhed.dk)

Patient: access to sundhed.dk + upload
features

Privacy: global access for HC professionals
but SW signature + login of all processes
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No citizen card but HPC
NHS Care Record system = CRS
Spine

Pri vacyto-k mowedconcept
HOW?

Patient involvement: minimal (access)
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France

PHR project (DMP = dossier médical
personalise)

Access with 2 cards

Patient involvement
Citizen administers his record

In cooperation with professional but in full self-
responsibilty

Anything can be suppressed
Intense legal and organizational discussion
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Germany

eGK = elektronische Gesundheitskarte
2 cards: citizen + professional
Central + decentral storage

Security: access only with both cards
Patient involvement: minimal
Privacy: ?
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Germany

eFA = elektronische Fallakte
Driven by private hospitals
nMedi al caseo
Security: All or nothing
Store and forward
Patient involvement: minimal
Privacy: not at all
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Global

PHR

Google
Microsoft



Currently eHealth Is a

disaster
for the mature citizen!
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Personal Health Records?
(PHR)
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Vision
Patient

1

Personal
Electronic
Health
Record
(PEHR)

1

HIS GP
CIS Pharmacy

Home
Care
System






